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This document describes the user registration and role request processes for gaining access to BSM-E
Applications and is intended for use as a job aid. Additional information is available under the job aide
tabs within AMPS at https://amps.dla.mil/idm/user.
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I. Introduction

The purpose of this job aid is to guide the user through the role request process for Business
Systems Modernization — Energy (BSM-E) in the Account Management and Provisioning
System (AMPS). AMPS provides a means for potential users to submit system access requests
electronically. An electronic workflow is initiated in response to the user’s request and is routed
to the user’s supervisor, unit security manager, DESC-designated data owner, DLA Information
Assurance, and lastly the database administrator who establishes the account. This document
provides guidance on the external user registration and role request process. The term “external”
refers to any user that is not assigned to DLA. DLA employees are automatically registered in
AMPS when their account is created in the DLA global address list. The role request process is
the same for each system with roles implemented in AMPS; however, the roles themselves vary
due to how role based access controls are implemented within the systems. A discussion of each
system’s unique role implementation is provided.

I. User Registration in AMPS.

1. The AMPS registration process begins by accessing AMPS at: https://amps.dla.mil/idm/user.

2. AMPS is Common Access Card (CAC) enabled but not CAC required. External users will
register and establish a login ID (if necessary) and password as part of the registration process.
Once registered, the users’ Public Key Infrastructure certificates from their CAC is captured on
the next login.

3. First time users with existing Fuels Enterprise Server (FES) or Fuels Manager Defense-
Express (FMD-E) will follow a special registration process to complete the profile established
when their account was migrated into AMPS. This is particularly important as it will avoid
multiple entries for an individual in AMPS. The following screens describe that process.
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LOGOUT

tount Management and Provisioning System (AMPS)

AMPS Login

First Time In AM-PS? Click Here to Register User Guides

=,
an existing DLA application but have not registere: MPS. Read the appropriate user '~ EBS Collaboration
guide for step by step instructions: -

Fusion Center

Forgot your User ID? Click Here

Use this option ifyou have registered with AMPS in the past but cannot reMgmber your
DLA assigned User ID

Energy FES, PORTS, FMD-Express

Need Help? Contact the DSCR Help Desk at 804-279.HELP {4357) or toll free 866-335-]

You will need to register prior to your

first request. Click here.
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U.S. Government {USG) Information System (IS) - Use and Consent

You are accessing a U.S. Government (USG) Information Systern (1) that is provided for USG-autharized use only.
By using this IS (which includes any device attached to this 18), you consent to the following conditions:

-The USG routinely intercepts and monitors communications on this |5 for purposes including, but not limited to, penetration testing, COMSEC
maonitaring, network operations and defense, personnel misconduct (PM), law enforcement (LE), and counterintelligence (CI) investigations.

-At any time, the USG may inspect and seize data stored on this 1S

-Communications using, or data stored on, this 1S are not private, are subject to routine monitoring, interception, and search, and may be
disclosed ar used for any USG-authorized purpose.

-Thig IS includes security measures (e.q., authentication and access controls) to protect USG interests--not for your personal benefit or privacy.
-Motwithstanding the ahove, using this 13 does not constitute consent to PM, LE, or Cl investigative searching or monitoring of the content of

privileged communications, orwark product, related to personal representation or services by attorneys, psychotherapists, or clergy, and their
assistants. Such communication and wark product are private and confidential. See User Agreement for details.

Read the official notice and
acknowledge by clicking “OK”

https:/fampstest-ext dscr.diamilfidm/ampsDodiWarning html & Internet

€] Opening page https:/jampstest-sxt.dscr.dla.milfidm/ussrjworkitsmEdit, jsprid=2310%231 384205 SFA3TF LE% 3421 2054E4 % 3A 1 267B2EDCAT S WRNNRNRNR 2 @ mtemet

5. Read and acknowledge Use and Consent agreement.
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AMPS First Time User Access a

If you have a DoD issued Common Access Card (CAC):

You must have your CAC inserted inyour computer ifyou want AMPS to register your CAC. This will allow you to access AMPS without having to enter a usemare and passord. In addition, your CAC information will be
provisioned to applications that are CAC enabled and you will not need a usernamel/passward to access these.

User Type Description
Click this button ifvau have never registered for an account in AMPS and you do not have an existing account
‘ igone ofthe DLA applications listed helow,

Chcm byttan ifyou currently use a User ID to access one ofthe applications listed below,
This pracess V\Mrlmthat your account has been pre-loaded into AMPS and will allow you to
Wl our profile inform e

Existing User

Applications currently supported by AMPS

Energy-FES
Energy-Bulk PORTS
Energy-FMD Express
Energy-Graund PORTS
Collaboration

Existing FES, FMD-E, or PORTS
col: users click “Existing User”
T other click “New User”

POMI

Please contact the help desk at (804)279-4357 or 1(866)335-4357 if you have any questions concerning the use of this System

Attention DLA Employees or Contractors:
This process is for Mon-DLA users only. [fyou are a DLA employee or Contractor DO NOT continue with this registration. Your account in AMPS should have automatically been created when you joined DLA. Ifyou reached the

AMPS login screen it means that there is a problem with your OLA account or the computer that you are using to access AMPS. Ensure that you are accessing AMPS fram the DLA netwark with your CAC. If the problem persists,
caontactthe Help Desk atthe number above:

&] Done S @ Internet

6. Users with existing FES, FMD-E, or PORTS accounts should click “Existing User” button.
Otherwise, click “New User”. As noted above, this split registration process permits us to
associate you with your existing roles. If an existing user selects “New User” it will establish a
different login id which will not be associated with existing roles. The “New User” screens
continue on page 10.
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A A dhagement and Provisioning System (AMPS)
Enter Your Existing DLA Account Information

This form verifies information about your accountthat has been pre-loaded into AMPS. Your access will be determined based on the accuracy of the data that has been preloaded and whatyou enter. Please ensure thatyour DLA
Account D is correct

Your Existing Account I:l #®
D

“our First Name ‘ ‘*
Your Last Name ‘ ‘*
“Your Ermail ‘ ‘*

*indicates a required field

Home FAQ PrivacyiSecurity 508 Compliance ContactUs

&] Done S @ Internet




7. Provide your existing BSM-E login ID, first and last name, and email address. These are
required fields as indicated by the red asterisk “*” Click “Continue” when done.
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ntManagement and Provisioning System (AMPS)

Privacy Act Statement

Authority: 5 U.3.C. 301, Departmental regulations; 10 U.5.C. 133, Under Secretary of Defense for Acquisition and Technology; 18 U.S.C. 1029, Access device fraud, E.O. 10450 Security Requirements for
Govermnment Employees, as amended; and E.O. 9337 (SSN)

Principle Purpose(s):  Information is used to validate a user's request for access into a OLA system, database or network that has its access requests managed by AMPS.
Routine Uses: Data may be provided under any of the DoD "Blanket Routine Uses” published at hitp:fwww.defenselinkmiliprivacynoticesiblanket-uses.html .

Disclosure: Disclosure is voluntary; however, if you fail to supply all the requested infarmation you will not gain access to the DLA - Account Management and Provisioning System(AMPS) database. Your
identity £ security clearance must be verified prior to gaining access to the AMPS database, and without the requested information verification can not be accomplished

Rules of Use: Rules for collecting, using, retaining, and safeguarding this information are contained in DLA Privacy Act System Motice 550055, entitled "Information Technology Access and Caontrol Records”
available at hitpieasy defenselink millprivacyinoticesidla

Submission Date Thursday, February 11, 2010 3:25:22 PM EST

Home FAG PrivacyiSecurity 508 Compliance ContactUs

S @ Internet

8 Read the Privacy Act Statement and click “Continue” when finished.
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User Information
First Name  Anthony

Address ‘ETQE John J Kingman Road ‘*

#
#

City/APOFPO |Fort Betvair [*

State/AEAP

Zip Code |22060-6221 | *

Country | United States of America v]*

[1] official Email
Address

[il Official Telephone 703.767.9272 ¥
Number

[i] official Fax ‘
Number

‘Amhony.McMorrow@dla il ‘*

User Type * Page will refresh after an item is selected

DODAAC

*indicates a required fleld

&] Done S @ Internet




9. Complete the form with requested data (previous page). Note the “*” are required fields.

Click “Continue” when done. The form will be pre-populated with whatever information was on
file.

A Identity Manager - Microsoft Internet Explorer

EIEX
Fle Edit Visw Favorites Tools Help o
. -~ a 5 -
> ) \ ) <) = . 7
eBack > ﬂ @ (a) | ) search ¢ Favorites ) =1 _J L] ﬂ
@] https:ffampstest-ext,dscr . dia.milfidm/ /userworldtemEdit, jspPid=%2310% 231 364 205ESFAZTF 1 8% 342 1 2054E4%63A 1 26 TBZEOCATY:3A-6DBERang=ententry=
- W L

|
istics Agency

.Gu Links | @jCorvert + [ Select

@nagement and Provisioning System (AMPS)

External Supervisor Information

Enter the required infarmation for your supervisor. Please ensure that the information is accurate.

First Name “ ‘* Last Name G

Email Address ‘ ‘*

*indicates a required fleld

Home FAG PrivacyiSecurity 508 Compliance ContactUs
& Done

S 4 Internet

.
Am g R@ELY 3E0pm

10. Provide your supervisor’s information noting the required fields. Double-check the email
address as this is how they will receive notifications from AMPS. Click “Continue” when done.

Please note, your supervisor will not need to register in AMPS to act on your role requests
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Account Management and Provisioning System (AMPS)

External Security Officer Information

Enter the required information for your local Security Officer. Please make sure that the information is accurate.

First Name ‘.Jne ‘* Last Name |Smith &

Email Address ‘JDE smithg@dla mil ‘*

Telephone |703-767-1 234| =

*indicates a required field

Caontinue ancel

Home FAGQ Privacy/Security 508 Compliance Contact Us

&] Done

S @ Internet

11. Enter your Security Officer’s contact information as prompted above. Please note, this

person must have access to a DoD system such as JPAS to complete their part of your future
access requests.
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Enter a password based on the profile required below. Mote that you must create a password even if you are using a CAC. After this registration is completed you will be able to access AMPS without this passwaord if you are using
a CAC. However, you can also access AMPS with a username/password from a non-CAC enabled system

Confirm Password o

Password Policy
FTBO107

[HResource FTBO0107Energy RM Prod
accounts whose
password will be

changed if selected FTBO107Energy RM Prod

FTBO107Energy RM Prod

FTBO107Energy RM Prod
ch=th0107 cn=Users de=dla,dc=mil

*indicates a required fleld

&] Done S @ Internet
—




12. Enter and confirm password (previous page). Please note if you have a Common Access
Card the system will capture your information for future reference as part of this registration
process. Click “Continue” when complete.
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LOZOUT

Thank you for registering

LastMame McMorrow

First Name Anthony

Your new AMPS account will be ready momentarily, Please follow the link below to log into AMPS using the account listed below and the password that you provided during registration.

UserID FTBO107

Click here to leave registration pages and log into AMPS Leave AMPS Registration

Home FAGQ Privacy/Security 508 Compliance Contact Us

& Done S 4 Internet
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13. This completes the modified AMPS registration. Click “Leave AMPS Registration”
hyperlinked text or “Logout”..



Register a New AMPS Account

Wielcome to AMPS, DLA Account Management and Pravisioning System

User Information

First Name  |Maowel i
LastName [Hahn i

Address [10008 Lake Ct

City/APOFPO |GIenA\Ien
State/AE/AP -
Zip Code W "
Country lﬁ ki

d ” =
3] official Email |Ma><WeH.Hahn ctr@dla.mil
Address

[il official Telephone (7o -
Number

[i official Fax I
Number

DODAAC

Cancel

Haome FAG Privacy/Security

A R dnagement and Provisioning System (AMPS)

For truly new users, this is
how the entry screen looks.
After clicking “Next” refer to
pages 5-6.

User Type | * Pagewil refresh after an item is selected.

*indicates a required field

508 Compliance Caontact Us

14. The screen above depicts the opening screen for a new user without existing BSM-E access.

Initiate the request by filling out the required information. As illustrated, required fields are
marked with a red asterisk “*”. When finished, the user will be advanced to the screens

described on pages 6-8.
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I11. AMPS Login and Account Maintenance.
Returning to AMPS

1. You can launch AMPS by typing the url https://amps.dla.mil/idm/user into your web browser.

/3 Identity Manager - Microsoft Internet Explorer

=10ix|
Fle Edit View Favortss Tooks Help ‘ -
3 =
Qe - © 2 @ ()] Pt La-UEa
Address I@j hittps:/fdenetnl0. ede. ad.dla. milfidm/user/continusLogin jsprlang=endentry=U3 ﬂ a Go | Links ?| & - | & snaate

B
oferise Logistics Agency
U U ahagement and Provisioning System (AMP.

AMPS Login
Welcome to the DLA - Account Management and Provisioning System.

This is a Department of Defense (DoD) computer systern. This computer system, including all related equipment, netwarks and network devices (specifically including internet access), are provided only for
authorized U.S. Government use. DoD computer systerms may be monitored for all lawful purposes, including to ensure that their use is authorized, for management of the system; o facilitate protection
against unauthorized access, and to verify security procedures, survivability and operational security. Monitoring includes active attacks by authaorized DoD entities to test or verify the security of this system.
Duting monitating, information may be examined, recorded, copled and used for authorized purposes. All information, including personal information, placed on or sent over this system may be monitored
Use ofthis DaD computer systemn, authorized or unauthorized, constitutes consentto monitoring ofthe systemn. Unautharized use may subjectyou to criminal prosecution. Evidence of unauthorized use
collected during monitaring may be used for administrative, criminal or other adverse action. Use ofthis system constitutes consentto manitaring for these purposes.

Attention Non-DLA DESAM user s: You will need to contact the DSCR Help Desk at (804) 279-4357 or (866) 335-4357 and provide your DESAM Userid in order to initialize your access to AMPS. This
process is being undertaken to enhance the security of your account. Click here for Collaboration Users Job Aid

Enteryour AMPS D, password and click Login
Ifyau are unable to login, contactyour local help desk.

Ifyau do not have an AMPS UserlD, clickhere to reguest a new account.

Forgot your AMPS UserlD, click here to find it

UserlD |EMHOOO1
Password [sssssessns

Lagin Forgot Your Password? |

Home FAQ Privacy/Security 508 Compliance Contact Us

2. Enter your User ID and Password and click Login. For first time returning users, AMPS will
generate a confirmation email at the end of the registration process that contains your login ID.

Note: If you are a DLA Employee/Contractor or if you are not a DLA user but have a DoD

issued CAC, you will not see this login screen. Instead, you will be taken directly to the
AMPS main page.

11



< Identity Manager - Microsoft Internet Explorer

Fle Edt View Favortes Tools Help

-6 - ATD 2
Gﬁatk > ﬂ @ _'_,‘/ Search *,_ Favorites €[

Address [&] https://denet010.ede.ad.dia.mil

"/«'-' ﬁ

LOGOUT

YWelcome Maxwell. Please select from one of the following options.

Change System

Change Password
Passwords

Update Challenge

- Change Answers to Authentication Questions
Questions:

Update Your Account

\nformation Update AMP'S Profile

Request or Update
Accesstoan Reqguest Role
Application

Request Removal of

Remaove Role
a Job Role

View and Download

AMPS Job Aids "o I8 AUS

Haome FAQ Privacw/Security 08 Compliance Contact Us

I
[&]oone [T 18 g metedstes 4

3 From the AMPS home page, you can choose to:

e Change Password
Opens a form that allows you to change your password.
e Change Answers to Authentication Questions

Opens a form that allows you to revise your answers to the questions that will be used
to identify you if you forget your password.
e Update AMPS Profile

Opens a form that allows you to update your account information.
¢ Request Role.

Opens a form that allows you to select a desired level of access to applications managed
by AMPS.

¢ Remove Role

Opens a form that allows you to remove a previously assigned role.
¢ View Job Aids

Opens a form that allows you to view and download AMPS user documentation.
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A. Change Password

If you select Change Password from the AMPS Home Page, AMPS will open a form that
allows you to revise your password.

7} Identity Manager - Microsoft Internet Explorer ol x|

Fle Edit View Favortss Tooks Help ‘ r
. . = n

QEaEk > 7 \ﬂ @ ) ‘ - search < ¢ Favarites 43 iz Ml - ﬁ

Address Iﬁj hittps:/fdenetnl.ede. ad.dia.milfidmfuser fchangeP assword jsp ﬂ Go |lnks *|®H - |(&snaglt

LOGOUT

Change Password

To change your password on all resources, enter and confirm a new password, select Change ldentity system user and all resource accounts, and then click Change Password.

To change your passwaord on individual resources, select one or more resource account IDs

Password
Confirm Password

[~ cChange Identity system user and all resource accounts

Account ID Resource Name | Resource Type | Exists | Disabled | Password Policy

Maximum Length: 16
T EmMHOO001 Lighthouse Lighthouse Yes Mo Minimurn Length: 4
Must Mot Contain Atribute Values: email, firsthame, fullname, lastname

Maxirmum Length: 32
Maximumn Occurrences: 3
Maxirmum Repetitive: 3
Maximum Sequential: 3
Minimum Alpha: 2
I en=EMHO0001 cn=Users,de=dla,de=mil| EAD Lo#p ves | Mo Minimum Length. 8
Minimurm Lowercase: 2
Minimum Number of Character Tvpe Rules That Must Pass: All
Minimurn Mumeric: 2
Minimum Special: 2
Minimum Uppercase: 2
Must Mot Contain Aftribute Walues: email, firstname, fullname, lastname

[i Resource
accounts whose
password will be

changed if selected

Change Password | Cancel |

Home FAQ Privacy/Security 508 Compliance Contact Us

Type your new password in the Password field. Type the new password a second time in the
Confirm Password field. Click Change Password to record the change.

AMPS will open a page to indicate the results of the password change.

/2§ Identity Manager - Microsoft Internet Explorer —|3) x|
Bl Edt View Favortes Tools Help ‘ %

OEack - - \ﬂ \ELI _;_\, ‘ /-\‘Search \:'\}’Favnrltes &)

ciz W - ﬁ

Address I@j hittps://denet010.edc. ad.dla. milfidm/user /changePasswordResults. jspPlang=engentry=158lang=en&cntry=Us

Change Password Results

Attribute Value Status
EMH00001 on Lighthouse
password [

cn=EMH00001,cn=User s,dc=dla,dc=mil on EAD
password il
Account en=EMH00001,cn=Users,dc=dla,dc=mil updated

LOGOUT

X

Workflow Status

Process Diagram

13



B. Change Answers to Authentication Questions

If you select Change Answers to Authentication Questions, AMPS will open a form through
which you can revise your answers to the questions that will be used to identify you if necessary.
The original three questions must be answered before adding additional questions.

Update AMPS Profile

When you click the Update AMPS Profile link on the AMPS home page, an information page

outlining the authority, purposes, disclosure requirements, and rules of use regarding the data
requested from you by AMPS will be displayed.

File Edit Wiew Favortes Tools Help ‘ .

A D A o
Q.0 . x & @ J & L @ g 3
Back Foryard Stop Refresh Home Search History Mail Prink Edit: Discuss DSCR Tools  Research  Messen: ger
Address |réj https://denet010. ede. ad, dla.milfidmjuser fchangesll. jsp | Beo [unks > & -

e : I3
g b o “EF
; Y

Logged in ag: EYWWO0001

4 ,g-,:u,m,} dnagement and Provisioning System (AMPS)

AMPS End User Form

Use this page to change multiple user account attributes.

To save your changes, click Save.

Authority: 5 U.5.C. 301, Departmental regulations; 10 U.5.C. 133, Under Secretary of Defense for Acguisition and Technology; 18 U.S.C. 1028, Access device fraud; E.O. 10450 Security Requirements for
Government Employees, as amended; and E.Q. 9397 (S5N)

Principle Purpose(s): Infarmation is used to validate a user's request for access into a DLA system, database or network that has its access requests managed by AMPS.
Routine Uses: Data may be provided under any of the DoD “Blanket Routine Uses” published at fitp:ifwww, .miliprivacy/ng uses.html
Disclosure:

Disclosure is voluntary; however, if you fail to supply all the requested information you will not gain access to the DLA - Account Management and Provisioning System{AMPE) database. Your
identity / security clearance must be verified prior to gaining access to the AMPS database, and without the requested information werification can not be accomplished.

Rules of Use: Rules for collecting, using, retaining, and safequarding this information are contained in DLA Privacy Act Syster Notice 550055, entitled "Information Technology Access and Control Records”
available at hitp e defenselink milfprivacynoticesidla

Submission Date Tuesday, August s, 2008 8:11:43 AM EDT

_Mext| cancel

Home  FAQ  PrivacyiSecurity 508 Compliance  Contact Us

Click the Cancel button to return to the home page or click the Next button to continue to the
AMPS End User Form to update your profile information.

14



C. The AMPS End User Form is used to maintain identification, location, contact, and
classification information about each user. Required fields are marked with a red
asterisk. Be certain that all required fields are filled in. Correct any information that may
have changed.

Flle Edt ‘iew Fawortes Tools Help | o
A P U ) P B

C .0 . .k B @ P % @& = @ g€ 3

Back Forwerd Stop Refresh  Hame Search  Favortes  Histary Mail Prirk Edit Discss  DSCR Tools Research  Messenger

Address [E] https: /deneta10. edz. ad. dia.midm/user changeAl jsp #qlobalmilstatus
L

re
® i Jeferise Logis Agency
b \""I,F / Accou Egement and Provisioning System (AMPS)

AMPS End User Form

Use this page to change multiple user account atiriautes.

To save your changes, click Save.

Account ID  BWWO0O0T

Last Name [wiilliarns &

First Name  [wiliam W

Official Address |2 Oak Strest

CityAPOFPO [Seranton #*
State/AEAP [PA x| *
zip Code [18/702

Countty [ United States of America |

[ilEmail Address [ojd@acme.cam ?
[ official Telephone IW "
Number
Citizenship lm &
User Classification [mitary  ¥] * Pagewil refresh afier an tem is selacted
Agency/Branch IUSAF—LIF‘agE will refresh after an item is selected. RankRate lm fim:

The bottom section of the AMPS End User Form is used to maintain your supervisor, Security
Officer, and Information Assurance Officer information. It also shows you what roles you
currently hold in AMPS or systems managed by AMPS.

Supervisor Information

Please Verify, Change or Add Your Supervisor Information Below

Last Name Lot *  FirstName [Lance &

Email Address |geurge dombroski.cir@dla.mil G

Telephone |B04.223.6689 i

Security Officer Information

Last Name |Mnms *  First Name |Mark ¢

Email Address [george.dambroskictr@dla.mi W

Telephone |B04.224 6325 2

Information Assurance Officer Information

LastName | First Name |

Telephone

Role Information

Application Roles Admin Roles

BEM Prod External - Levels Collaborator- Update JD-543
BEM Prod External - ESA Focal Point JD-T17

*indicates a required field

Elackl Savel Cancel

Harme FaQ Privacy/Security a08 Campliance Contact Us
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When the information in the AMPS End User Form is complete and correct, click the Save
button to save the changes.

If you want to discard any changes, click the Cancel button. The information will revert to the
last Saved version and the browser will open the AMPS home page.

At any time, you can click the Back button to return to the information page. Any changes you
have made will still be available on the AMPS End User Form, but the changes will not be
saved until you reopen the form and Save it.

When you click the Save button, the information will be saved and an Account Changes Made
form will be display.

3 Identity Manager - Microsoft Internet Explorer _io 1‘
File Edit View Fawortes Tools  Help | !'r'
Fo
Dbt A el

OBa:k > B I_Ll Iil-l ;\J | /.-\: Search “;\'/ Favarites é“?

& snaglt |2

LOGOUT

Account Changes Made (Shown for Informational Purposes Only) - Click OK to Continue

Attribute Old Value Mew Value Status

cn=hpo0039,en=Users,dc=dla,dc=mil on IAD
manager ch=gwe2E78,cn=Users,de=dla,de=mil cn=hed0240 cn=Users de=dla,de=mil
Account en=hpo0039,cn=Users,de=dla,de=mil updated

oK

Home  FAQ  Privacy/Securty 508 Compliance  CaontactlUs

Click OK to continue to the home page.

Users with the CAC can register their certificates in order to login via CAC authentication.



IV. Requesting a BSM-E role in AMPS
A. User Responsibilities.

1. DESC is configuring roles for all BSM-E systems’ access in AMPS. The roles in some cases
have combined a number of application level permissions in order to capture all access to
perform a specific function such as DFSP accountant, responsible officer, buyer, command or
DESC level user.

2. Torequest arole in AMPS, a user simply clicks on “Request Role” hyperlinked text from
their default AMPS screen and follow the prompts as illustrated in appendix 1.

3. Once an access request has been submitted the user will receive confirmation emails from
AMPS as it proceeds through the approval workflow. Additionally, a user can click “Check
Status” from their default screen to see the current status of any pending access requests. Please
note the term “suspended” in AMPS simply means the request is awaiting action at that level.

4. Requesting access to other BSM-E applications follows the same process. The following
several pages provide an explanation of roles as originally implemented in AMPS for reference.

B. Supervisor Responsibilities.
1. Ensure the role requested by their subordinate is consistent with their duties.
2. Ensure users complete all required information assurance training.

3. Approve the role request consistent with subordinate job responsibilities by following link
provided by AMPS in the system generated email.

4. Ensure subordinates accomplish annual role re-certifications to retain system access.

5. Ensure user removes BSM-E roles using AMPS when duties change and systems access is no
longer required.

C. Security Manager Responsibilities.

Upon receipt of the AMPS system generated notification the security manager will take the
following steps.

1. Verify the user has a positively adjudicated National Agency Check with Written Inquiries
(NACI) as required system access.

2. Record the background investigation data in AMPS request.

3. If a background investigation is not on file, take action to initiate the required NACI.

17



4. Approve the request in AMPS.

D. FES Role Request for External User

a Identity Manager - Microsoft Internet Explorer

File Edt View Favorkes Tooks  Help

eﬁa(k - @ \ﬂ E" ﬂ /',7‘1 Search \j”:(Favuntes 8 Q- :‘, A ngl ﬂ
AddrESS|@jhttus:fﬂdenet010‘edr ol il jspFlang=engcntry=Lis V‘Gu ks @Convert - [ Select

Google | O search - o @0 - | Shv| €7 Bookmarkst % check - | AutoRil - 4 €+ () signln -

LOZOUT

welcame TestTony. Please select fram ane of the Tollowing options
Attention: Test

Main

Change System
Passwords

Change Password

Update Challenge Change Answers to Authentication Guestions

Questions
Update Your Account
Information Update AMPS Profile
] “
Aot or Updata B Click on “Request
Accesstoan |RequestRole <
Application R ”
ole
Request Removal of oo s

a.Joh Role

Manage pending
approvals or  View Inbox
requests W

View Status of
Submitted Requests Check Process Status
View and Download

AMPS Job Aids 108 A

(£3

] https:/jdenet010.edc. ad.dla, mifidm/UserjprocessLaunch, jspTid=Request +Access E

K@@ s4can

1. Click on the blue hyperlinked text “Request Role” to begin role request. If for some
reason you exit AMPS before completing the request, you may resume a request by selecting
“View Inbox” and selecting the access request.
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icrosoft Internet Explorer

File Edit View Favorites Tools  Help

eﬁatk - \ﬂ \g _;\J /-]Searth ‘:;";(Favur\tes & - :, = _] gle il

Acdress 4] https:fampstest-ext.dscr.
.

dla.milfidmfuseriworldtemEdit, jsprid=%-231D%-231 384205ESFA3TF1 8% 3A797BE41D% 341 2587316166 % 3A- FE 368l ang=enBcntry=U3 hd GD Links %Cunvert hd ESEbct

FTEO10

LOGOUT

Application Access Request Form Wizard

Mote: Each Application Group has a list of applications that belong to that particular group. For example, EBS, PDMI, and CRM are enterprise applications and will therefore be under the "DLA Enterprize Appllications”
Select the Group With the Application You Are Requesting

Organization Group Description

(O DLA Enterprise Applications | All DLA Enterprise Applications that include EBSIBSM, CRM, POMI, DADMS, etc.

gy Applications All Applications that Provision EnergyiFuelsiDESC Svsterms

O DsCl lications All Defense Supply Center Richmaond (DSCR) Local Applications

AMPS Administrative Roles that includes approver rales such as Supemisors, Security Managers, ete. and AMPS Utility roles to view AMPS reparts, etc.

Harne FAQ PrivacwiSecurity 508 Compliance Contact Us

Select “Energy Applications”
and “Next” to continue.

&] Done

O Intemnet

2. Select the “Energy Application” radio button and click “Next” to continue.

2 Identity Manager - Micrasoft Internet Explorer

File Edt view Favorites Tools  Help

Qe - @ - [x] B | JOseren

Address ‘Ej https: fidenet010.edc.ad.dl

‘:?Favuntas L5} - :‘, = #] éﬁ@ ﬁ
QtemEd. i quest v Edeo ks @convert ~ [ Select

& & - (sinin ~

Google | S search - o D r o |She| Y Bockmarks "% check - T ukeRil - 4

anagement and Provisioning System (AMPS)

Application Access Request Form - User - External

Please Note: AMPS is an enterprise system and accommodates systerns other than BSM. Only those roles specifically for PDMI can be requested through the PDMI option. Only
those roles specifically for CRM can be requested through the CRM option. All other BSM roles should be reguested using the BSM option. AMPS rales are specific to AMPS
adrinistration and require supervisor and AMPS Admin approval priorto being granted.

For Which Application Are You Requesting Access?

(& Energy-FES
() Collaboration
O BSM

(O Fusion

) PDMI

#

Page will refresh after an item is selected

*indicates a required field

Home FAQ PrivacySecurity 508 Compliance ContactUs

@] Dane

E e

3. Click on “Energy — FES” radio button, and click “Next”.
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2 Identity Manager - Microsoft Internet Explorer

[SENE]
Fle Edt Yiew Favorites Tools Help w
Qm- © BB G P e @3- 25 L EEA
address @] .l dla milfidm.  sLbCategoryRequ v B e @conver - [ Select
Google| | 2 search - 0 B - - \%\ % Bookmarks~ ‘% Check - T Autoil + 4 €+ (s -
a
Application Access Request Form - User - External |

Pleage Note: The default ("Default’) option gives a listof all jol roles available through AMPS. Ifyou do not currently have a primary role, vou will only be allowed to view primary

rales. Ifyau currently have a primary role, anly additional and halt on roles will be displayed. Ifyou wish to change your primary rale, you first must request remaval of your current
primary role

For Which Sub Category Are You Requesting Access?
) Air_Force
O Navy
(O DESC_User
© Foreign
O Army
O Default
i © commercial
O J6F
© Non-DOD
© Deployed
QDFAS
() DESC_Analyst
*

Page will refresh after an item is selected

* indicates & required field

Home FAQ  PrivacyfSecurity 508 Compliance  GontactUs U
v
&) Done

S 1nternet

SR ERB M@ o9 AN

5 start

T T1 War 4 Aug 09[C... 2§ 1dentity Manager - ...

4. Click on your “Category of User” and click next.

3 Identity Manager - Microsoft Internet Explorer

[= =]

Fle L% Vew Favorkes Tock  Help o
Qu - @ [H B G Prev rreme @ - L5 L) & E
ek [{B] birps-f)deneri1n. edc.od da, de. bies Msriizsrd v | Eloo  nks oot = [ Seect
Google o | & search =+ 58 - o= (Lh -| g7 Bockmarks= S Check = ] Auora - G = snmn -

e s =

[i] Prening Rule

Reuests):

— FES-301 ~Energy FES Frod - Ar Force RO FES-301
Pleasa Sedect | FEs 307-Erurgy FES Prod - Air Farce Buper (sie LOA) FES 307
Your Dasited Roa | FEs.903-Erergy FES Prod - Air Force Durer fupdate LO&) FES-303
(TP Fille resaills: | £, 34 Enargy FES Prod - Al Foree Comenanid Level FES-04
usin the “Oulck | . 305~Energy FES Frod - Air Force Financial Manager FES-305
Fillar” feature below. | FEG. 308 -Erergy FES Prod - Ar Force Comersand Financial FES- 306

[FES-300-Energy FES Frod - A Force Seller FES-300

Far mora detail click

aoozh

1]
74 start

i Tyt of Acass

o fhue “indormiation™
o)
[ Shiw Ralas with Dezcnptiong ]

Fiioi Authorized W *

Data Classification | Unckassified s %

Required for performance of duties as a DFSP

Justifieation for | accountant.|
ACCESS/COmMBNts

e | [ Caneel

[ 08 5 Merosoft Officn .. = | D) FES Extomal Rode R, | D) TE W4 S 09 [C. .

This is the view after having
selected “FES 300...” role.
Also note, you should retain
default values for Type of
Request and Classification.

AN T fid

& & Internat
AR E@em s

] 1dentity Manager - ..

5. Highlight the role you would like to request and click the button to move to the selection
box. Please note the list of available roles varies with which “Category of User” you select.

Enter any comments you would like to provide to the various approval authorities in the

request workflow to provide justification for your request. Leave the “Type of Data Access”
and “Data Classification” drop downs at their default selections and click “Next”.

Note: For a complete list and explanation of roles see table in section VI beginning on page
29.
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Identity Manager - Microsoft Internet Explorer.

File Edt View Favorkes Tools Help

OEatk - Q \ﬂ @ h f_\lSEarEh \j‘:ﬂFavurilEs [ <] [_.;v ; ] J gzl el

Address ‘@ https:/denet010.edc. ad.dk

orkltemEdit, Mairwizard v B inks @convert - [ Select

Google | g Search ~ - g2 - - |§| ¥ Bookmarks~ % Check ~ ] AutoRil - 4
= -l T

$é Logistics Agency

Uit Mahagement and Provisioning System (AMPS)

L~ (signIn ~

B3

Application Access Request Form - User - External

Authority: 5 U.5.C. 301, Departrnental regulations; 10 U.5.C. 133, Under Secretary of Defense for Acguisition and Technology; 18 U.5.C. 1029, Access device fraud;
E.O. 10450 Security Req ite for Government Employ , as amended; and E.Q. 8397 (SSN).

Principle Purpose(s):  Infarmation is used to validate a user's request for access into a DLA system, database or network that has its access requests managed by
AMPE

Routine Uses: Data may be provided under any of the DaD "Blanket Routine Uses" published at hitp:ivwewy. defenselink miliprivacyinotices/lanket-uzes.html

Disclosure: Disclosure is woluntary; however, if you fail to supply all the reguested information you will not gain access to the DLA - Account Management and
Pravisioning System(AMPS) database. Your identity / security clearance must be verified prior to gaining access to the AMPS database, and without the requested
infarrnation verification can not be accomplished.

Rules of Use: Rules for collecting, using, retaining, and safequarding this information are contained in DLA Privacy Act System Notice 5600.55, entitled "Information
Technology Access and Control Records” available at hitp:ifweny.defenselink miliprivacyinotices/dla

Submission Date

Wednesday, August 5, 2008 8:47:16 AM EDT

Home FAQ  PrivacySecurity 608 Compliance  Contact Us

£

& Done S @ Intermet

File Edit View Favortes Toos Help

eBatk - Q |ﬂ @ ',h /_7 Search \:\?Favuntes [ <] [_;';- ; _- J EE' i
cldress @] httpsjdenet010.ede. ad. dia.mil orldtemEd.jspivari
Go glE|

citizenship ~

Bl ks @gConvert - [PRselect
g search - &3 - o~ ET| €% Bookmarks~ | W Check - ] AutoRil - 4 & -
Application Access Request Form - User - External

iSignIn -

~

Tell Us About Yourself
Citizenship * Page will refresh after an item is selected

Last Name ‘ First Name TestTony | [T l:l

Official Address

Street [B725 John J. Kingman Rd |

Zip Code | 22080

CityiAPOFPO [FtBelvoir |*  statemEmp

Country | United States of America v

[l official Email .
Address |IUﬂLmumurmw@vahuu.wm |

[ilofficial Telephone |- 2o oo #
Number
User Type # Page will rafresh after an itemn is selected

[ilJob Title [Logistics Systems Analyst

[ [i] Job Grade/Pay Schedule

[i1ssn

# Click infarmation icon for clarification of SSN usage.

[iRe-enter SSN "

[i]1A Training And
Awareness

Certification |05/03/2009 -*

|E3

&] Dane

S @ Internet

7 Fill in all required data elements indicated by a red “*”. When finished, scroll down and click
“Next”.
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Application Access Request Form Wizard

Optional Information

Note: This application may require that you enter DODAAC information in the provided field

=l Fe1234
wv0osT|
[i] Optional [i] DODAAC(S)
Information
= =

Ba.ckl I‘\Iextl Cancel |

8. Input any additional information on the left pane and input any Department of Defense
Activity Address Codes (DODAAC) you need access to on the right pane and click “Next”.

3 Idantity Monager - Microsoft Internet Explorer

[SEES
Fle Edt View Favorkes Todks b ar
£ i N T A - . 4 -
Q- O [{ @G P Sprmonm @ = J & i
] bingrs: icberet 10, ek o, . ks frocr St . s v sl M ard ~ B b EComent + [ Select
v P semch - g0 - |2 O mokmarks | o check - kol - £

% v (L snin -

Application Access Request Form - User - External

Please Enzure That the Supervisor ion Below iz
U suparvisos Last
Mo | SSIEIS

I Supersor First
Hame

i Supervisor Cmail

L nreibesgxdla mil
e 1A SCnraibaEdla i

i Supersor Phone oo

5 @ It
7l start "B s Merosolt O ..~ | S) FESExternalRaie R, | B} TIwWer 4 g 0A[E..

2 Idertity Manager - .. SR B noaan

9. Your supervisor’s contact information should appear in the next dialogue. If your

supervisor is unavailable you may change it to another supervisor within your rating chain in

coordination with your supervisor. When complete click “Next” to continue FES External
Role Request
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Fie Ed  View Favorites Took Hep

2 Ientity Manaper - Microsall ntermel Explorer @&
i

Qe - @ ¥ [@ @ POsensr Jiprams @ | (2- 253 L) EE

Pukdeess | @] hetpslf cke.ad . il fusr ey  Musiriwtrard v B e ke @cowert - []Selct
Coogle v M search v g0 - e |The| o Bockmarks= A Check + ) urorll - 0 d - agnin -

De ‘i lg'y'ms :lgency

BEEolNt Management and Provisioning System (AMPS) | Loscut ]

Application Access Request Form - User - External

Please Ensure That the Security Officer Information Below is Accurate
e e SEE
(il Securmy Oftcer o,
.izﬁ’:‘:"’m:; aary roustie s mil .
(i Security Offices

T
TR
Phone Humber

¥ indicates & raquired fiald

[Dack | [Hea | [ Cancel

Home FAQ  PrivacwSecurity 508 Compllance  ContaciUs

] EX I

—_——

+4 start (8 s marcsckroffics ... = [ B rescaemangier.., | B wardmg ol T bldy Manage - .. % % T 100 am

10. Input your unit security manager’s information. This is the person who will input your
background investigation information in the AMPS role request workflow. This information is
subject to verification at any time. Knowingly inputting someone other than a legitimate security
manager will result in removal from the system and potential disciplinary action. Itis also
imperative the correct email address be input as the request will be routed to them via email.

2 Identity Manager, - Microsoft Internet Explorer, |’_7”E|g‘
Fil:  Edit View Favorites Tools  Help o

J
eaack - \ﬂ @ N /Ij]SEarch ‘Snty’Favur\tes o K :7 = I@ el
fciress ] hitps:fjdenst010. ede. ad.dia milidmfuser workltemEdi. o variables Manizard v|Eeo ke @comert - Flscec

Google v |2 search - 0 g2 - e |§|g§ Bockmarks~ | % Check = i AutoFil + 4 &+ () signin -
g P Logoed in as
P oy ? o

i gistics igency
Ll AC ‘otint Management and Provisioning System (AMPS)

Application Access Request Form - User - External

Please Ensure That the Information Assurance Officer Information Below is Accurate{Data Provided for Internal Approver Follow U}

5 .
Assurance Officer Coleman
Last Name
m "
Assurance Officer  |Yvefte
First Name
5]

Assurance Officer 703-767-3126

Phone Number

Home FAQ Privacy/Security 508 Compliance Contact Us

=~
[ v

I
& S 4 Internet

. ~| i FESExternalRoleR... | T TIWar 4 Aug 09 [C... 7§ Tdentity Manager - .. S &)@ @ 10:13a
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11. Input your Information Assurance Officer or Terminal Area Security Manager’s contact
information and select “Next” when complete.

A Identity Manager, - Microsoft Internet Explorer.

File Edk Wiew Favorites Tools Help i

eﬁack -9 |il] @ h /._7 Search ‘?'::(Favomtes Q2 :; = _J SE' el

Address |ﬂjhttps‘ﬂfdenetﬂ1l] ede.ad. dla. milfidmjuser it v\ Go  Links @Convert + [B)Select

Google v | 2 search -+ G2+ ‘Eﬁ v‘ ¢ Bookmarkst S check = S autoril - A €+ (sgnin -
ULE” Accou

nt Management and Provisioning System (AMPS)

Application Access Request Form - User - External

[il Please affirm your acceptance of the Terms and Conditions and Non-Disclosure Agreement

| agree #

I accept the responsibility for the information and DOD
system to which T am granted access and will not exceed
my authorized level of system access. I understand that
wy access may be revoked or terminated for mon-cowpliance
with DISA/DOD security policies. I accept the
responsibility to safeguard the information conteined in
User Acceptance | these systews from unsuthorized or inadvertent

Statement | modification, disclosure, destruction, and use. I
understand and accept that my use of the system may be
wonitored as part of mamaging the system, protecting
against unauthorized sccess and verifying securiby

problems. 1 agree to notify the appropriate organization
that issued my account(s] when access is no longer
required.

Submission Date  YWednesday, August 5, 2008 8:47:18 AM EDT

* indicates a required field

Home FAQ Privacy/Security 508 Compliance Contact Us

[E3]

&] Done 2 @ Internet

12. Read the Terms and Conditions and Disclosure statement. Acknowledge by clicking the
check box and click “Next”.
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FES Role Request

A Identity Manager - Microsoft Internet Explorer

Fle Edt View Favorites Tools Help
Y A ) . ) 1A )
eEa:k > \ﬂ |Eb] [0 ) search 57 Favortes e} -z FH fn) iﬁ
address | €] hitps:fdenet010.ede.d. da.miidmjuser fworkItemEd jspPid=2-2310%236B9F | EBB036A1 FE4%:3A-T7AF6C19:34122879933F 0%, 3067008a v | [E] G0 ks @ByConvert + [} select

Google | search - @ - i D]y Bookmaris | % Chedk < ] Auortl - 5 Q

in as: ETMO000S

() sSignin -

LOGOUT

Click [Submit] below to complete your request.
Your request will NOT be submitted unless you click [Submit].

Please note the SAAR number of your request for future reference.
SAAR#: 52063

Application Access Request For:  Eneroy-FES

Requested Roles  Energy FES Prod - Air Farce Seller FES-300
Last Name Mchiomow

First Name TestTony

Home FAG Privacy/Security 508 Compliance Caontact Us

& Done S @ Internet

i, 0 B RE:TEST: [Data Owner - App - =
15 Adabe POF
3 T .y ) Fing
DESESS AR E R Y IR "I S N o
Heply Weply Forward | Delete Moveto Creste Ofher | Block Mt Categorize Foliaw Mak a1 sendto
o All Folder= Rule Artisnz= | Semder - Up= Unread | b Seledt ™ Opelate
Fespund Autivny urk Email (= Outivns . Firnd Cinetlole
Faam e, D & CTR DLA 160 Sent: Mon 6/1572009 11:30 Al
To Susrez Rudiigues, Juse [DESC)
e amison, Estefan (6F7); Dunisp, Rschel ([DESC) McMoma, Antheny [DESC); Routtte, Gary (DS Mohler, Jery (DESC); 'smas_user Sda.mi
Sublect RE TLST: Data Ownés - Apprval Request for Tlintstons, Fréd
Signed By David.Huet.ctt S udla.mil ]’
. e 53
ses-aDriginal Message----- =
From: anps_user@dla.mil [mailto:amps_usergdla.mil]

Sent: Monday, June 15, 2009 7:11 &M
To: Suare: Rodriguez, Jose (DE
Subject: TEST: Data Cwner - Apg

wal Request for Flintstone, Fred

The following request was submitted for your approval:

Request Detall

s2ee7
, Fred
Job Aole Request

188]

.ad.éls.mil To

T3 Identity Mansger - M., B % ;| wowan

14. Once you click “Submit”, your request will be electronically routed through a work flow
requiring approval at multiple levels. You will receive an email confirmation of your access



request at the time of submission and periodically throughout the approval process. It will look
like the above screen shot.

Identity Manager - Microsoft

Fie Edt View Favorites Toos Help J
y A ) ) 3 jm =)

@Back - QO \ﬂ @ ) ) seach ¢ Favortes ) -2 = _J ] il

Address‘ﬁjhttps:ttdenetulEI.Edc.ad.d\a‘m\\t\dmtuserfmam.]sp?lar\g:er\&cntryzus V‘GD Links  @Comvert - 32 Select

Google v | P search ~ 52 - - |E?|ﬂ; Bookmarks~ | " Check ~ | AutoFil - 40 &, - () SanIn -

",
}gmrss Agency

dnagement and Provisioning System (AMPS)

Welcome TestTony. Please selectfrom one of the fallawing options,
Attention: Test

Main

Change System
Passwords

Change Password

Update Challenge

Change Answers ta Authentication Questions
Questions

Update Your Account

e e Update AMPS Profile

Request or Update
Accesstoan RequestRole
Application

Request Removal of

a Job Role Remave Rale

View Status of

Submitted Requests Check Process Status

View and Download

AMPS Job aigs /=% IO A0S

[£2

&) S @ mmtermet
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V. Checking Status of FES Role Request

1. You can also check the status of your request by clicking on “Check Process Status”.

A Identity Manager - Microsoft Internet Explorer
"

File Edit Wiews Favorites Tools  Help

@Back - Q |ﬂ @ _jj /T]Search g Favortes ) (- :6 = J gzl i@

adtress ] hetps:jjdeneta10.ede, . dha.milfidmjuserfprocessStatuslist jsp

v|B)e ks @gconvert - [Rselect

Google ‘ | 8 search =+ 52 - o |9 v| ¢ Bookmarks~ ‘% Check = ] AutoRil + 4 @ - () SinIn
= T -
. 5 }" :;- Logged inas: ETMO
e Logistics Agency
| LocouT |

: " anagement and Provisioning System (AMPS)

Active Requests

Click on a SAAR to view more informatian.

¥ Name Process State Description

Request User Access for TestTony McMorrow (ETMO0005) 08052008 09:45:17 EDT ReguestAccess  finished Initial action to request access for TestTony MchMarrow 1

SAAR #52063- Reguest User Access for TestTony McMorrow (ETMO0009)(Energy-FES) ReguestAccess suspended Reqguestuser access for TestTony McMaorrow (ETMO00

Return to Main Menu

Home FAQ Privacy/Security 508 Compliance Contact Us

&] Done
— -
74 start ®s

S @ mntermet

2. Select the System Authorization Access Request (SAAR) number provided when you
submitted your request.



FES Role Request
Checking Status

3 Identity Manager - Microsolt Internet Explorer [= 1=
Fle L& View Favorkes ook  Help o

Que - @ B G P doreme @ 3- 5 LS E

Fnss ﬂ adc.ad.da. 1o e D TP EDEASATF 40 M0 TR L L R IA LA U st 7 v | [ G Lirks G‘,w - msﬁl
Google | sonech =+ g - e |Sh -] §F Bockmarksr P check = ) Auord = 5 & - Sonin -
-
Task Results
@ Infermation
URISII00Y D:A7:1 7 EDT- Frotess Stansd
(&) Intermation
DAMANA 10 15 43 EDT- Usiir Requested robes: [Enigy FES Prod - Air Fosce Seller FES-300]
@ Information
0BI0S/2009 10:17:1 3 EOT - Awsalting Crata Qwner Appocal
(&) Intormation
URIUSZ008 10:21:34 EDT - Awailing your SUperisars Aparaval
Atribuste: Vil Stalus
ETMO000S 0n DLA System
piaialEEN il
Atribute O Value Hew Value Statirs
titizenship us
dodaae FPSEX, FPSE1 2, LCIZIP
&
] Done S 4 Inbenat

74 stant I 5 Mcrosoft Offien ... = | T) FESExtemalRole i | B} TOWard A0 [C. B 1dentity Manager - .. A B 10

3. The status will be displayed. Please note, the term “Suspended” is used throughout the
request tracking which means it is awaiting action at that approval level. No additional
action is required by the user.



In implementing AMPS for DESC, roles were created by combining the typical FES

V1. Explanation of FES Roles.

permissions normally needed by personnel performing a common function. The table below
provides a breakdown of FES roles in AMPS and their intended use. The roles are separated by
service. Primary roles are intended to capture the typical permissions required for Accounting,
Responsible Officer, Buyer, Budget/Finance, and Analyst roles. Additional roles are provided to

permit access to certain permissions. When selecting a role, be sure to provide a full

justification. Ordinarily a user must select a Primary role before being permitted to select an

additional role.

AMPS Role Role - Resource
Name Type Role Category Visibility | Resource(s) Attributes
AMRW,
IMRO,
IARO,
SCHE,
Energy FES Energy FES Prod NO!\”.D’ R188
Prod — Army . Activity,
Primary Army External | Energy Ground
Seller or RO PORTS Prod FMD-E:
FES-100 Limited
Upload
Subrgoup,
Enterprise
Sub Group
Energy FES 'IA‘MMRFE)O'
Prod — Army Primary Army External | Energy FES Prod IARO ’
Buyer FES-101 NOND
Energy FES AMRO,
Prod — Army : IMRO,
Command Primary Army External | Energy FES Prod IARO.
Level FES-102 NOND
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Energy FES

Prod — Army
Financial Primary Army External | Energy FES Prod | AMRO
Manager FES-
103
AMRW,
IMRO,
IARO,
SCHE,
Energy FES Energy FES Prod NO!\”.D’ R188
Prod — Navy . Activity,
Primary Navy External | Energy Ground
Seller or RO PORTS Prod FMD-E:
FES-200 Limited
Upload
Subgroup,
Enterprise
Sub Group
Energy FES
Prod — Navy Primary Navy External | Energy FES Prod | AMRO
Buyer FES-201
Energy FES AMRO,
(P:roo:]r;al\rllzvy Primary Navy External | Energy FES Prod :Qi%
Level FES-202 NOND
Energy FES
Prod — Navy
Financial Primary Navy External | Energy FES Prod | AMRO
Manager FES-
203
AMRW, IMRO,
IARO, SCHE,
Energy FES Energy FES Prod 'S\‘,\(zg‘é)’sl\;?ﬁ
Prod - Air Primary Air Force External Energy Ground Limite(’j Upload
Force Seller PORTS Prod, Sub Group,
FES-300 (Acct) FMD-E Enterprise Sub
Group
Activity
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AMRO,

ot
Primary Air Force External | Energy FES Prod | IMRO,
Force Seller NOND
FES-301 (RO) R188, SMSR;
Energy FES
Prod — Air . . AMRO.
Force Buyer Primary Air Force External | Energy FES Prod
. SMSR
View LOA
FES-302
Energy FES
Prod — Air
Force Buyer Primary Air Force External | Energy FES Prod ?:AAES '
R/W LOA FES-
303
Energy FES AMRO,
. IMRO,
Prod — Air IARO
Force Seller Primary Air Force External | Energy FES Prod NON[,)
o s
AAFD
Energy FES
Prod —AIr . AMRO,
Force Financial | Primary Air Force External | Energy FES Prod
SMSR
Manager FES-
305
Energy FES Prod —
Air Force
Command Primary Air Force External | Energy FES Prod AMRO,
Financial Manager SMSR
FES-306
Energy FES
Prod — Air
Force Fleet Primary Air Force External | Energy FES Prod | OLVR
Manager FES-
307
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Energy FES
Prod — . .
. Primary Commercial External | Energy FES Prod | AMRO

Commercial

Buyer FES-400

Energy FES

Prod — Foreign | Primary Foreign External | Energy FES Prod | AMRO

Buyer FES-500

Energy FES

Prod -~ Non- Primary Non-DOD External | Energy FES Prod | AMRO

DOD Buyer

FES-600

o= | A

Deployed Additional Any Service External | Energy FES Prod FI_\/I[_)-Express

Accountant Accountant Limited

Role FES-601 Upload Sub,
AMRO,
IMRO,
IARO,

Energy FES SCHE,

DESC User Primary DESC User Internal | Energy FES Prod | NOND,

FES-700 R188, ALLD,
DISC, SMSR,
ASGR,
DBAR
ACFT, ALLD,
AMRO, ASGR,
ASKI, CARD,

Energy FES DBAR, DFDR,

:?;};E FEES; Primary DESC Analyst Internal | Energy FES Prod EAI\;%’ [I),\\;Iv;é ’

701 IRRO, NOND,
OLVR, R188,
SCHE, SMSR,
STAR, DFDR
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Energy FES

Prod — DESC
User Reg Primary DESC Internal | Energy FES Prod | IRRO
Inventory R
Only 702
Energy FES . AMRO.
Prod — DFAS Primary DFAS Internal | Energy FES Prod ALLD
User FES-703
Energy FES AMRW,
Prod - IMRO,
Helpdesk SCHE,
Analyst FES- NOND,
800 Primary | J6F Internal | Energy FES Prod | R188, IARO,
SMSR,
ALLD, DISC,
DBAR,
ASKI,
Energy FES
Prongdditional | Amy
. Additional | Navy External | Energy FES Prod | DISC
— Discoverer Air Force
User FES-900
Energy FES
Prod Additional
— All Army Additional | Army External | Energy FES Prod | AARD
DODAACS
FES-901
Energy FES
Prod Additional
— Navy Additional | Navy External | Energy FES Prod | STAR
STARSFL
Privilege FES-
902
Energy FES
Prod Additional | Additional | Navy External | Energy FES Prod | ASKI
— Navy ASKIT
Privilege FES-
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903

Energy FES
Prod Additional
— Navy
Financial
Report FES-
904

Additional

Navy

External

Energy FES Prod

DWAS

Energy FES
Prod Additional
— All Navy and
Marines
DODAACS
FES-905

Additional

Navy

External

Energy FES Prod

ANVD

Energy FES
Prod Additional
— Air Force
Olvims
Privilege FES-
906

Additional

Air Force

External

Energy FES Prod

OLVR

Energy FES
Prod Additional
— Air Force
LOA Read
Write FES-907

Additional

Air Force

External

Energy FES Prod

SMAS

Energy FES
Prod Additional
— All Air Force
DODAACS
FES-908

Additional

Air Force

External

Energy FES Prod

AAFD

Energy FES
Prod Additional
— Budget
Manager Read
Write FES-909

Additional

Air Force
DESC Analyst

External
Internal

Energy FES Prod

BMRW
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Energy FES
Prod Additional
— DESC-R Bill
Report FES-
910

Additional

DESC Analyst

Internal

Energy FES Prod

BILL

Energy FES
Prod Additional
— DFAS Data
Entry Screens
Read/Write
FES-911

Additional

DESC Analyst

Internal

Energy FES Prod

DFDE

Energy FES
Prod Additional
— Support Table
Update FES-
912

Additional

DESC Analyst

Internal

Energy FES Prod

ASGE

Energy FES
Prod Additional
- DESC
Security
Manager Read
Write FES-913

Additional

DESC Analyst

Internal

Energy FES Prod

SMRW

Energy FES
Prod Additional
— DESC DBA
Write Privilege
FES-914

Additional

DESC Analyst

Internal

Energy FES Prod

DBAW

Energy FES
Prod Additional
— Security
Manager
Password Write
FES-915

Additional

DESC Analyst

Internal

Energy FES Prod

SMPW

AF Budget
Manager —
Restricted from

Additional

AF Budget and
selected DESC
Analyst

Internal/
External

Energy FES Prod

SMAS
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AF Seller -
FES 916

Query Access —
FES 917

Additional

DESC Analyst

Internal

Energy FES Prod

SQL -
Golden
Access

Control Panel
Read Only —

Restricted to

DESC - FES
918

Additional

DESC Analysts

Internal

Energy FES Prod

DBAR

Energy FES
Prod Additional
— Any Service
All DoDAACs
FES-919

Additional

Any Service
Accountant

Internal/
External

Energy FES Prod

ALDD

Energy FES
Prod Additional
— Any Service
Super User
FES-920

Additional

Any Service
Accountant

External

Energy FES Prod

SURW

Energy FES
Prod Additional
— Any Service
AFLOA RO
FES-921

Additional

Any Service
Accountant

External

Energy FES Prod

SMSR

Energy FES
Prod Additional
— Any Service
CARD Supt
Table RO FES-
922

Additional

Any Service
Accountant

External

Energy FES Prod

CARD

Energy FES
Prod Additional
— Add or
Change

Additional

Any Service
Accountant

Internal

Energy FES Prod

Change
DODAAC
Only
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DODAAC(S)
Request FES-
999

Breakdown of FES Attributes

These attributes have been bundled where possible to create the typical roles previously
defined in AMPS. The four character “FES Privilege” is listed in the “Resource Attribute” of the
defined FES role. Some of the more specialized privileges are also provided as “additional roles
in AMPS permitting customized access based on justifiable user requirements.

FES Privilege | DESCRIPTION ACCESS
AAFD All Air Force DODAACS Gives users access to view all AF
DODAACSs
AARD All Army DODAACS Gives users access to view all Army
DoDAACs
ACFT AF Aircraft Maintenance Gives users ability to add, update and
terminate AF tail numbers via Aircraft
Support Table
ALLD All DODAACS in the system Gives users access to view all DODAACs
AMRO Buyers Account Manager Read | Gives users access to the Buyers
Only Information area
AMRW Buyers Account Manager Read | Gives users access to the Buyers
Write Information area
ANDD All Non-DoD DODAACS Gives users access to view all Navy
DoDAACs
ANVD All Navy and Marines Gives users access to view all Navy and
DODAACS Marine DoODAACs
ASGE Support Table Update Placeholder permission: to gives users
access to expanded list of Support Tables
with limited update ability
ASGR Support Table Read-Only Gives users access to expanded list of

Support Tables with read only view
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ASKI

Navy ASKIT Privilege

Gives users ability to view and create
ASKIT files

BILL DESC-R Bill Report Gives users access to Billing Dates
Support Table
BMRW Budget Manager Read Write Gives users access to Budget Support
Table
CARD Allows Viewing Via the Card Gives users access to Card Support Table
Management Screens
DBAR DESC DBA Read Privilege Gives users ability to view Control Panel
but not stop/start brokers
DBAW DESC DBA Write Privilege Gives users full access to Control Panel
DFDE Allows Viewing and Updating Gives users full access to the DFDE
Via the DFAS FES Data Entry Support Table
Screens
DFDR Allows Viewing Only Via the Gives users read only access to the DFDE
DFAS FES Data Entry Screens | Support Table
DFSP Read/Write Gives users full access to FES02
DISC DESC Discoverer Users Sets user up for access to Discover web
application.
DWAS Navy Financial Report Gives users access to DWAS files
IARO Sellers Inventory Account Read | Gives users access to both Buyers and
Only Sellers Information areas, including Eload
IMRO Sellers Inventory Manager Read | Gives users access to Sellers Information
Only area, including Eload
IRRO Inventory Region Read Only Gives users access to view Sellers
Information Legers by Region
NOND Sellers M28 Report Gives users full access to M28 report
utility
OLVR Air Force Olvims Privilege Gives users full access OLVMIS interface
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R188 Sellers 1884 Report Gives users full access to 1884 reports
utility
SCHE Sellers Ports Order Scheduler Gives users full access FES PORTS order
utility
SMAS Air Force LOA Read Write Gives users full access to AFLOA
Support Table
SMPW Security Manager Password Gives user access to the Password Only
Write section of Security Manager
SMRW DESC Security Manager Read Gives users full access to Security
Write Manager
SMSR Air Force LOA Read Only Gives users read only access to AFLOA
Support Table
STAR Navy STARSFL Privilege Gives users ability to view and create
STARS-FL files
SURW Any Svc Super User Gives users full access to both Buyers and

Sellers Information areas, including Eload
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VII. Explanation of Fuels Manager Defense Express Roles

FMD-E roles differ from FES roles as the applications themselves are different. First, FMD-E
does not have as varied a user base. All FMD-E users are DFSP operators and thus sellers.
FMD-E uses better defined role based access controls permitting the use of the FMD-E role
names. FMD-E does not have service specific support tables requiring the roles to be broken
down by service. The roles are broken down to limit write access where needed to the DFSP
accountant. They also provide for varying levels of oversight within the military services and

DESC.

Organization

AMPS Role Name

FMD-E Role

FMD-E
Permissions

Description

Accounting, FMD-E

Accounting (R,

IDE Transfer
Any DFSP FMDX-100 Service W), Enterprise Provides access to
Acct DFSP Acct Role Sub Group accounting functions
Any DFSP Contracting Officer Read only access to
Responsible | FMDX-101 Service | Representative (Accounting (R accounting and all
Officer DFSP RO Role (COR) only) * other local FMD roles
Accounting For local FMD users
FMDX-102 Service (R,W), Enterprise | transmitting files to
Any FMD DFSP Using FMD | Limited Upload Sub | Sub Group FES FMD-E for
Accountant (Local Instance aka: | Group, Enterprise Resource FES parsing/transmission to
User Thick Client) Sub Group Acct Role FES and IDE
Any FMD
Accountant Accounting For local FMD users
User (R,W), Enterprise | transmitting files to
Deployedto | FMDX-103 Limited Upload Sub | Sub Group FES FMD-E for
forward Deployed FMD site | Group, Enterprise Resource FES parsing/transmission to
location Accountant Sub Group Acct Role FES and IDE
DESC Inventory Accounting (R
Manager (Matches only), must list all | Ability for regional
FMDX-104 DESC | COR role for DODAACs employee to view
Any DESC Inventory multiple needed in multiple accounts in
CBU Accounting DODAAC:YS) remarks. FMD-E.
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Accounting (R
Service Command Acct Role | Only), must list Read only access for
MAJCOM FMDX-105 (Matches COR Role | all DODAACs accounting oversight
and SCP MAJCOM for multiple needed in of multiple
Personnel Oversight DODAACYS) remarks. DODAACS.
Administrator has
FMDX-106 R/Wtoall FMD | Limited to J6F
J6F Administrator Administrator roles personnel in FMD-E.

* Users at DFSP with oversight responsibilities. This is not a writable role due to segregation of duties.
For accounts where the accountant is the responsible officer select the FMDX-100 writeable role the
accountant is the responsible officer select the FMDX-100 writeable role.

VIIl. Explanation of Bulk PORTS Roles in AMPS

Bulk PORTS roles are generally not needed at military service operated Defense Fuel Supply
Points (DFSPs). If access is needed at the DFSP level, BPORT-102 is the appropriate role. Bulk
fuel vendors would select the vendor role BPORT-101.

Bulk PORTS

AMPS Role

Role

Description

BPORT-100 ~ Regional Inventory

Activity/Regional

Entered with a letter following their
last name denoting what region
assigned. Also provides access to

Manager Manager Web DPA

BPORT-101 ~ Bulk PORTS Vendor Contractors Fuel vendors under Bulk Contracts
BPORT-102~ Installation Level Access DFSP Base level and DFSP users
BPORT-103 ~ Quality Assurance

Representative QAR QARs approve DD Form 250s

BPORT-104 ~ Bulk Inventory Manager

Inventory Manager

For Bulk Inventory Managers also
provides access to Web DPA.

BPORT-105 ~ DESC Bulk PORTS Access

Read Only

Read only access.
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(Read Only)

BPORT-106 ~ DESC R Accounting Role

Finance

Assigned to personnel in DESC R
also provides access to Web DPA

BPORT-107 ~ Administrative Signature
Role
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IX. Explanation of Ground PORTS roles.

DFSP users processing fuel orders for non-capitalized line items will need to request GPORT-100
role unless they have an FES role with the SCHE permission associated. In those cases, Ground
PORTS access (GPORT-100) is provisioned with the FES role request. Direct delivery vendors are

authorized the GPORT-101 Vendor role.

Ground PORTS

PORTS
AMPS Role Name Permission Description
Base level users. (also mapped to FES
GPORT-100 ~ Ordering-Receiving Officer Activity users with SCHE permission).
GPORT-101 ~ Ground PORTS Vendor Contractors Vendors delivery petroleum products

GPORT-102 ~ Read Only All

DFAS

Provides read only access for all
DODAACs

GPORT-103 ~ Read Only DODAAC Specific

Base Commander

Provides read only access for certain
DODAACs

GPORT-104 ~ Direct Delivery Contracting &
Inventory Admin

Fll

(Admin Menu) Used by DESC N to
reject DD250s and DESC P Tech
Team.

GPORT-105 ~ Direct Delivery Tech Team EFB
Role

EFB DD 250
Preparation

Used by DESC P tech team.

GPORT-106 ~ DESC N EFB Approval Role

EFB DD 250
Approval Authority

Used by DESC N to verify DD250s.

EFB DD 1149 Ordering used by

EFB DD250 DESC P contracting officers to enter
GPORT-107 ~ Direct Delivery Enter/Amend EFB | Ordering or amend EFBs
Used by QARs to approve DD 250-1s
GPORT-108 ~ Quality Assurance Representative QAR for Barge deliveries.
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